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3 Zabezpeceni prenosu dat

V sitich ISDN, kde se vychazi z modelu ISO-OSI, je zabezpedeni pfenosu FeSeno
hned na druhé (linkové vrstvé), k uzite€né informaci se pfidavaji dalSi pomocné bity
umozniujici pomoci raznych ddmyslnych mechanizm( opakovani ramcu, chybovost je
oSetfena na nizSich urovnich, a to pfed smérovanim ¢i dalSim zpracovanim.

Na rozdil od modelu ISO-OSI je zabezpeleni pfenosu v modelu IP zalezitosti
koncovych zafizeni, spoléha se na vyssi urovné (napf. TCP), které FeSi uspésné
doruCeni dat. U datagraml prfenasenych protokolem IP neni pfed zpracovanim
garantovan Cas doruCeni a ani mnozstvi pfenesenych dat, vSe je zalezitosti az
finalniho zpracovani. To je zasadni rozdil v pohledu na zabezpeé&eni pfenosu. Tato
vlastnost nebyla u IP problémem pro tradi¢ni Internetovské aplikace jako web, email,
file transfer, atd... Ale nové aplikace (hlas, video,...) vyzaduji garanci pasma a nizké
zpozdéni. IP datagram uziva dostupné pasmo co nejefektivnéji metodou sdilené
kapacity.

Proto je v sitich IP mnohdy nutnosti pouzit nastroje, které jsou souhrnné oznacovany
jako QoS (Quality of Service). Cilem implementace nastroju QoS je:

* minimalizovat zpozdéni doruceni
= minimalizovat proménné zpozdéni (jitter)

= poskytnout aplikaci konstantni kapacitu

4 Definice QoS

Duvody, které vedou k nasazeni QoS:

= latence, pfi€iny zpozdéni:

- zpozdéni v pfepinani, Sifeni signalu a serializaci, frontovani (buffering,
queuing) pfi pfetizeni

= jitter, pFi€iny proménného zpozdéni:

- pretizeni zplsobi zachyceni paketd ve vystupni fronté smérovace/prepinace,
doba doruéeni paketl se méni v zavislosti na aktualnim zatizeni
smérovacl/prepinacu

= packet-loss, pfiCiny ztrat paket:
- vystupni ztraty (output drops), vyCerpani front smérovaci/prepinaci

- vystupni ztraty (input drops), pretizeni procesoru/pfepinaciho systému
zarizeni

Verze: 0.1 Strana 4 Leden, 2004
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4.1 QoS z pohledu aplikace

QoS je schopnost sité slouzit dané aplikaci efektivné bez omezeni jeji funkce
¢i vykonu. Aplikaci, ktera ma pfisné naroky na QoS nazyvame jako kritickou.
QoS je sada nastrojl slouzici k ovladani:

= Bandwith - Sifky pasma pfenosové trasy
= Delay - zpozdéni
= Jitter - proménného zpozdéni

=  Packet loss

ztraty paket(

4.2 QoS z pohledu provozu

Sitka pasma, zpozdéni a ztraty mohou byt chapany jako zdroje, protoze kazdé
aplikaci Ize pridélit je aktualné dostupné mnozstvi dle situace. QoS z pohledu
provozu je pokrocilé Fizeni zdrojl sité.

5 Dusledky provozovani kritickych aplikaci bez QoS

Vedlejsi provoz mlize zabrat pasmo kritickym aplikacim, pfedev§im se jedna o pfenos
velkych objemU dat generujici dlouhé pakety (protokol FTP), problém se objevuje ve
vétsiné siti WAN, kde dochazi pfi saturaci linek k vytvafeni front na hranicnich
smérovacich, nefedeni QoS ma dopad na kvalitu provozovani Real-time aplikaci
(napf. VolP). Zatimco tradi¢ni IP aplikace jako web, e-mail, atd... se dokazi se
saturovanym provozem na linkach WAN vyrovnat, tak aplikace vrealném cCase
ztraceji neunosné& mnoho informaci pfedevdim diky nadmérnému zpozdéni, hovor je
trhany, chvilemi se zcela pferusi, pfipadné mize dochazet k rozpadim navazaného
spojeni. Jako maximalné Uunosné zpozdéni informace mezi odesilatelem a pfijemcem
(u€astniky spojeni) je empiricky oznaCovana hodnota 200 ms, pficemz doporuceni
ITU-T G.114 stanovi pro High-Quality hodnotu zpozdéni niz§i nez 150 ms.

IP telefonie je kritickou aplikaci. S rozvojem Internetu a hektickym zvySovanim vykon(
vypocCetni techniky trh vyvinul silny tlak na vyvoj standardd pro IP telefonii a
v poslednich tfech letech pfedevsim na mechanizmy, které umozhuji kontrolu pasma
v IP sitich. Hovor mlze mit relativné skromné naroky na pasmo, ale nikoliv na
zpozdéni. Aplikace poZaduje zabezpecleni kvality sluzby QoS (Quality of Service).
Mechanizmus zajisténi QoS vypada nasledovné:

ToS - > CoS 0 e > QoS
oznaceni paketu ---—-- > roztridéni paketa. =~ --—-- > kvalita sluzby
(hlavicka IP)

Verze: 0.1 Strana 5 Leden, 2004
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Zakladnim cilem QoS je dosahnout pasmo a zpozdéni potfebné pro konkrétni
aplikaci. CoS umozniuje roztfidit do skupin rGzné toky paketd majici odlisné
pozadavky na zpozdéni a pasmo. ToS je pole v hlavi¢ce protokolu IP umoznujici
nastavit CoS. V souCasné dobé ToS pole pouziva tfi bity, jeZ dovoluji vy€lenit osm
skupin, neboli CoS (0-7), coZz je oznaCovano jako IP Precedence, novéjsi

mechanizmy oznacované jako DiffServ pouzivaji v ToS Sest biti a dalSi dva pro Fizeni
toku.

6 Zpusoby dosazeni QoS v IP

= feSeni IntServ,
" feSeni DiffServ
6.1 IntServ
QoS pro konkrétni tok dat.
= pouzitelnost v rozsahlych sitich
* jedna se o mechanismus pro dynamickou zménu QoS
» aplikace provede poZadavek rezervace trasy pro pfenos
definované modely:
» RFC2211 (Controlled - load), pro rezevaci pasma mezi dvéma
body
» RFC2212 (Guaranteed service), pro garanci maximalniho zpozdéni
Pouziva se signalizaCni protokol RSVP (Resource Reservation Protocol, RFC
2205), rezervace se provadi krok za krokem po celé cesté daného pfenosu od
pfijemce k odesilateli. UmoZhuje vytvofeni, zruSeni, zménu a obnoveni
rezervace, podporovan je na IPv4 i IPv6.
6.2 DiffServ

Architektura definuje tfidy sluzeb zalozené na Kklasifikaci tokd. Oznaceni
paketl je provedeno pomoci vzorkl(l v oktetu TOS u IPv4 nebo nastavenim
parametru tfidy provozu u IPv6 (Traffic Class Octet).

Verze: 0.1 Strana 6 Leden, 2004
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| Time to Live | Protocol | Header Checksum |
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| Destination Address |
R s e e e st A s s 2t o T A e s s e
| Options | Padding |
R e e e e e s s e T e e S e e s St s s st 2

Internet Datagram Header

Definovano v RFC2475 a RFC2747, smyslem je umoznit provozovani
rozdilnych tfid sluzeb na spole¢né sitové infrastruktufe. Kazdy tok je
kontrolovan a oznacen v souladu s profilem sluzby. K oznaceni se pouZiva
TOS pole v hlavi€ce IP paketu, ve kterém definuje viastni stav DSCP (DS

Code Point).
bits: & 1 2 3 4 & & 7 Rits: O 1 2 3 4 &5 & 7
: C o Typeof M
DS-Field DsCP e IFM[:‘ TOS | procadanca | Sanice B
g yte : Z
(for IPv4, TOS [ |
octet, and for
e Traic | v —y—"
Class octef) Class Selector Cumantly REC 1122 REC 1340 I'-nggst
L codapoints J Unusad ., ..-'ng
A v
Differentiated Services Codepoint (DSCF) IF Type gFSCQ;gﬁQ (Tos)
RFC 2474

Diffserv oznacuje IP tfidu sluzby a vyuziva tfech zakladnich princip(:

-- Per-Hop Behaviors (PHBs) - deliver special treatment to packets at forwarding time
-- Traffic Conditioners - alter packet aggregates to enforces rules for services

-- Bandwidth Brokers (Policy Managers) - apply and communicate policy

Verze: 0.1 Strana 7 Leden, 2004
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7 Standardy 802.1p, 802.1Q, 802.1D

IEEE 802.1p, 802.1Q a 802.1D standardy definuji mechanizmy pfepinaného
Ethernetu pro klasifikaci ramcli a umoznuji urychlit propojovani toku kritickych
aplikaci (VolP).

7.1 Standard 802.1p

Standard IEEE 802.1p umozriuje zajistit QoS v sitich Ethernet a Token Ring,
podporuje mechanizmy klasifikace provozu na pfepinaném ethernetu, a to na
tfeti i druhé vrstvé. Pomoci Tos v hlavicce IP paketu lze nastavit osm urovni
priorit pro QoS aplikace v rozsahu 0 az 7, to je nastaveno na tfeti vrstvé
(Network Level). Minimalizace zpozdéni je ale prioritné zalezitosti druhé vrstvy
(Data Link), pro podporu klasifikace typu provozu je nutné implementovat
sitovy hardware (smérovace, pfepinace) s podporou 802.1p.

7.2 Standard 802.1Q

IEEE standard 802.1.Q umozriuje vytvareni virtualnich LAN (VLAN) v sitich
Ethernet a Token Ring. Mechanizmus podpory tvorby VLAN probiha na druhé
vrstvé ozano€ovanim ramcul (frame tagging).

7.3 Standard 802.1D

Nékteré prvky (bridges) jsou zaloZzeny na principech, které nepodporuji
mechanizmy kontroly tokl, ale mohou docasné zamezit zahlceni vstupnich
buffert, tuto vlastnost podporuje standard 802.1D. Standard 802.1p byl
zahrnut i pod 802.1D

Verze: 0.1 Strana 8 Leden, 2004
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8 Mechanizmy QoS.

V nasledujicich odstavcich jsou popsany dosud standardizované mechanizmy pro
dosazeni QoS.

Rizeni pFistupu / Admission control

Admission Control determines whether a requested "connection" is allowed to be
carried by the network. The main considerations behind this decision are current
traffic load, current QoS, requested traffic profile, requested QoS, pricing and other
policy considerations. For QoS enabled IP networks, Admission Control, for example,
could be performed in the setting up of RSVP flows or MPLS paths.

Traffic shaping/conditioning

In QoS enabled IP networks, it's necessary to specify the traffic profile for a
"connection" to decide how to allocate various network resources. Traffic
Shaping/Conditioning ensures that traffic entering at an edge or a core node adheres
to the profile specified. Typically, this mechanism is used to reduce the burstiness of
a traffic stream. This involves a key tradeoff between benefits of shaping (e.g., loss in
downstream network) and the shaping delay. Leaky Bucket based traffic shaping is
an example of this mechanism.

Packet classification

In order to provide the requested QoS, it’s critical to classify packets to enable
different QoS treatment. This can be done based on various fields in IP headers (e.g.,
source/destination addresses and protocol type) and higher layer protocol headers
(e.g., source/destination port numbers for TCP or UDP). Efficient and consistent
Packet Classification is a key problem under active research. The IP QoS FAQ -
brought to you by The Quality of Service Forum

Packet marking

Either as a result of a traffic monitoring mechanism or voluntary discrimination, a
packet can be annotated for a particular QoS treatment in the network (e.g., high/low
loss/delay priority). IP Packet Marking is proposed to be done using the IP header’s
Type of Service (TOS) byte for IPv4 and Traffic Class byte for IPv6.

Priority and scheduling mechanisms

To satisfy the QoS needs of different "connections," nodes need to have Priority and
scheduling Mechanisms. The Periority feature typically refers to the capability of
providing different delay treatment, e.g., higher priority packets are always served
before the lower priority ones, both in the context of packet processing and
transmission on outbound links. Nodes also implement different loss priority
treatment, i.e., higher loss priority packets are lost less often than the lower loss
priority ones. Nodes also need to have the closely related Scheduling Mechanisms to
ensure that different "connections" obtain their promised

share of the resources (i.e., processing and link bandwidth). This mechanism also
ensures that any spare capacity is distributed in a fair manner. Examples of this

Verze: 0.1 Strana 9 Leden, 2004
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mechanism include Generalized Processor Sharing (GPS), Weighted Round Robin
(WRR), Weighted Fair Queueing (WFQ), and Class Based Queueing (CBQ). Efficient
implementation of these mechanisms, and extending them to include (a) both delay
and bandwidth needs simultaneously, and (b) hierarchical scheduling are the areas of
active

research.

Signalling protocols

To obtain the required QoS from a network, end-systems need to signal the network
the desired QoS as well as the anticipated offered traffic profile. This has been a
fundamental part of various connection-oriented networks (e.g., ATM). However, for
connectionless networks (e.g., IP), this is relatively new. Corresponding examples are
the signaling associated with Resource ReSerVation Protocol (RSVP) and Label
Distribution Protocol (LDP). Implementation scalability and the corresponding
capabilities to signal different QoS needs are issues under current examination.

Queuing (WFQ, CFQ, SFQ)

Some network elements enable "fair queuing" algorithms so a misbehaving
application--one that continues to send during times of congestion--won't punish
other, better-behaved applications (e.g. TCP applications), or so the average of
dropped packets is evenly

distributed across flows [Queuing]. Basically, they determine how packets are
dropped when congestion occurs in a router (i.e. when a queue is full). CFQ (Class-
based Fair Queuing), WFQ (Weighted Fair Queuing), SFQ (Stochastic Fair Queuing)
are examples of these algorithms.

Congestion Control (RED, ECN)

For QoS IP networks to operate in a stable and efficient fashion, it's essential that
they have viable and robust Congestion Control capabilities. These capabilities refer
to the ability to flow control and shed excessive traffic during the periods of
congestion. Random Early Detection (RED) and Explicit Congestion Notification
(ECN) are two of the proposed capabilities. RED prescribes discard probability to
drop packets in a fair and robust way (i.e., consistent with behavior of higher layer
protocols like TCP) based on the measured average queue length. RED (Random
Early Detection) attempts to avoid congestion rather than reacting to it (and

thereby avoid TCP synchronization problems that can result when hosts decrease or
increase TCP traffic simultaneously after congestion occurs). It randomly drops
packets before queues fill, to keep them from overflowing. Unlike the queue
management algorithms mentioned above, it does not require flow-state in the
routers. ECN is a recently proposed mechanism for routers to notify existence of
congestion to ECN-capable end-systems.

Verze: 0.1 Strana 10 Leden, 2004
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9 Serializacni zpozdéni.

Serializacni zpozdéni je doba, ktera je nutna pro pruchod paketu linkou. Ve
smérovaci dochazi k fazeni paketl do fronty. Pakety maiji riznou délku, serializa¢ni
zpozdéni je zavislé na délce konkrétniho paketu, ktery je smérovadem zpracovavan
dochazi u pfenosu objemnych dat protokolem FTP, kdy jsou odesilany pakety délky
1500 Bytes, coz je maximalni mozna velikost paketu definovana pro ramec Ethernet
[I. Maximalni mozna velikost paketu, ktera mulze byt odeslana, je definovana
parametrem MTU (Maximal Transfer Unit). Protokol IP byl navrzen tak, aby
umoznoval efektivni rozdéleni informace a hlavicka paketu je k tomu uzpusobena.
Parametr MTU mGzeme definovat i na koncovém zafizeni (napf. sitova karta v PC),
IP telefon a veskeré hlasové H.323 aplikace pouzivaji protokol RTP (Real Time
Protocol), ktery definuje paket o max. délce 200 Bytes (160+40) a minimalni délce 60
Bytes (40+20).

Proces rozdélovani dlouhych paketd na smérovadi je oznacovan jako fragmentace a
je uc€elnym nastrojem pro minimalizaci serializaéniho zpozdéni. Nap¥. firma Cisco
doporuéuje pouzivat fragmentaci na vSech linkach s rychlosti < 768 kbps.

Dle vztahu [rov. 1] zobrazuje tabulka [tab. 1] velikosti serializacniho zpozdéni
v zavislosti na velikosti paketu a pfenosové rychlosti linky.

L Latence [ms]
Ps Packet size [Bytes]
v Transmission speed [kbps]
L=Ps-8/V [rov. 1]

velikost paketu

Latence 64 128 256 512 1024 1500
[ms] [Bytes] [Bytes] [Bytes] [Bytes] [Bytes] [Bytes]

: keb‘:o g & 16 32 64 128  187,5

[k1b2:S] 32 64 93,75

rychlost [k2b5st] 46,38

linky

zpozdéni
512
[kbps]
768
[kbps]
1024
[kbps]
2048
[kbps]

23,44

15,63

Tab. 1.

Verze: 0.1 Strana 11 Leden, 2004
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Nasledujici tabulka [tab.2] zobrazuje velikosti fragmentd k dosazeni zpozdéni dle
vztahu [rov. 2]. Napf. firma Cisco doporucuje dimenzovat fragmenty na pomalych
linkach na 10 ms serializaniho zpozdéni.

Ps=V-L/8 [rov. 2]

zpozdéni

velikost
fragmentu

rychlost
linky

Tab. 2.

Verze: 0.1 Strana 12 Leden, 2004
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10 Naroky kodekil na pasmo pouzivanych ve VolP.

Kvalita nejpopularnéjsich hlasovych kodekd byla méfena mnoha skupinami, vétSinou
pouzivajicimi Mean Opinion Score (MOS). Na stupnici MOS se nula rovna nejhorsi
kvalité a 5 té nejlepSi. Nasledujici tabulka uvadi bitovou rychlost a MOS pro nékolik
hlasovych kodéru. Algoritmy pracujici v nizSi rychlosti potfebuji delSi dobu pro

Kodek (pouzity algoritmus) | Bitova rychlost (kbps) | MOS
G.711 (PCM) 64 4,1
G.726 (ADPCM) 32 3,8
G.728 (LD-CELP) 16 3,61
MS-GSM 13 3,1
G.729 (CS-ACELP) 8 3,92
G.723.1 (ACELP) 5,3 3,65

Tabulka 2: Hlasové kodeky a MOS

NejpouzivanéjSimi kodeky VolIP jsou G.711, G.729 a G.723.1 .

Pfi vytvareni paketd zasobuje kodek v definovanych intervalech paketizator
hovorovymi vzorky, tento ¢as je oznacen jako vzorkovaci interval At (sample time),
ztéchto informaci muzeme definovat velikost uzitecné zatéze v RTP paketu
oznacené jako ps (payload size), viz. obr.2., pro vypocet pouzijeme rovnici 3.

ps= c,- Ats/ 8 [rov. 3]

Pfi urCeni velikosti uziteCné zatéze neopomerime podminku pro RTP paket,

ps =20 Bytes A ps <160 Bytes.

Vzorkovaci interval se v praxi pohybuje mezi 10 az 40 ms, v zavislosti na typu
kodeku, dlouhé intervaly zasobovani paketizatoru se pochopitelné nepfiznivé projevi
v kvalité hovoru. Pro vysokou kvalitu hovoru nesmi dle ITU-T G.114 celkové zpozdéni
mezi uCastniky spojeni pfekroCit hodnotu 150 ms, pro interval 40 ms se vzhledem
k opatné procedufe depaketizace na vzdalené strané generuje dvojnasobné
zpozdéni 80 ms, navic pfi pfenosu a zpracovani se uplatiuji dalSi typy zpozdéni.

kodek |—| paketizator |—P>
At RTP

8
Obr. .: Zobrazeni RTP a cRTP paketu.
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Ze znalosti velikosti uziteCné zatéze a formatu paketu
pfenosouvou reZii pfi konkrétnim typu kédovani v rovnici 4.

muzeme zobecnit

Br=1[8"(ho + hy) +c,- Ats ] / At [rov. 4]
At [MS] s sample time, vzorkovaci interval
Ps [Bytes]..coooevviiririennnns voice payload size, uzite€na zatéz
Cr [Kbps] ..vvvvvviriiiiiinnnes codec rate, vlastnost kodeku — pfenosova rychlost
Br [4o] 1] IS bandwith tax, reZie pfenosu
ho [Bytes]..coooeeviirieninnnns IP/UDP/RTP header,RTP hlavi¢ka, komprimovana cRTP
konstanta pro RTP  hy= 40 Bytes
konstanta pro cRTP h,= 3 Bytes
hy [Bytes]...cccoeniiinnnnns link header, hlavi¢ka druhé vrstvy
konstanta pro Ethernet ho= 14 Bytes
konstanta pro PPP ho= 6 Bytes
format paketu VolP
R VoIP Paket =~~~ ~~~=~====- =
RTP UDP Link
Header Header s tieaceh Header
X Bytes 12 Bytes 8 Bytes 20 Bytes X Bytes
Verze: 0.1 Strana 14 Leden, 2004
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Nasledujici tabulky vyjadfuji naroky hovorového spojeni na datovou sit pfi
kédovani dle ITU-T G.711, G.729 a G.723.1. Interval vzorkovani je zvolen tak, aby
uzite€na zatéz byla v rozsahu 20 az 160 Byte, v souladu s doporuc¢enim RFC 1889.
Pro nejvy8Si kvalitu hovoru pfi zpracovani je nutné dosahnout co nejmens$iho
kompresniho a algoritmického zpozdéni, to lze dosahnout vytvarenim paketd
s minimalni délkou, to vSak klade vysoké naroky na propustnost IP sité a zvySuje se
vliv promé&nného zpozdéni (jitter) , ten se projevuje trhanym hovorem.

G.711, PCM
¢, =64 kbps

G.729, CS-ACELP
¢,=8 kbps

2,5 20 192 236,8 211,2
5 40 128 150,4 137,6
10 80 96 107,2 100,8
20 160 80 85,6 82,4
20 20 24 29,6 26,4
30 30 18,7 22,4 20,3
40 40 16 18,8 17,2
50 50 14,4 16,6 15,4

30 20 16,0 19,7 17,6

35 30 14,4 17,6 15,8
G.723.1, ACELP 40 40 13,3 16,1 14,5
¢,=5,3 kbps 50 50 11,7 13,9 12,7
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11 VoIP Quality of Service for Low-Speed PPP

Implementace VolP v sitich WAN s nizkorychlostnim pfipojeni vyZzaduje fe$eni pro
zabezpeceni QoS hlasového spojeni.

NiZe uvedené feSeni bylo otestovano v laboratornich podminkach s routery Cisco
1751 a Cisco MC3810.

S popisovanym nastavenim bylo dosazeno dobré kvality hovoru na lince, pfestoze
linka WAN byla saturovana datovym provozem z generatoru paketU:

64 kbps , dva souc¢asné hovory s kodekem G.729 pfii plné saturaci linky
Podminkou je, aby routery byly propojeny PPP protokolem.

Pro konfiguraci QoS s PPP na routerech Cisco bylo pouzito doporu¢ené nastaveni
vyrobce:

http://www.cisco.com/warp/public/788/voice-qos/voip-mlppp.html

12 Principy pouzitého nastaveni QoS

K dosazeni kvality hovoru byla pouzita sada nastroji umoznujici klasifikovat datovy a
hlasovy provozu do rozdilnych kategorii a zajistit doruc¢eni real-time hlasovych
paketd.

12.1 Metoda LFI - Fragmentace velkych paketti a prokladani hlasovymi

Velké datové pakety mohou nepfiznivé ovlivnit doruc¢eni malych hlasovych pakett a
snizit kvalitu hovoru. Fragmentace téchto velkych datovych paket do nékolika
mensich s prokladanim hlasovymi pakety umozni redukovat jitter a zpozdéni.
Problematika rznych typu zpozdéni je popsana napf. v [lit. 1.]

Atg ... serializacni zpozdéni linky (Serialization Delay) [ms]
Sy velikost fragmentu (fragment size) [Bytes]
B, .. rychlost linky WAN (link bandwidth) [kbps]
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Aty = 8-5r [ms] [rov. 1]
BL

Nasledujici tabulka [tab.1.] prezentuje vysledky serializaéniho zpoZzdéni po dosazeni
do rovnice [rov. 1]. Doporuceni ITU-T G.114 udava max. hodnotu zpozdéni mezi
ucastniky hovoru 7150 ms. Pro hlasové aplikace by nemélo serializani zpozdéni
prekrocit 20 ms.

1 64 128 256 512 1024 1500
Byte | Bytes = Bytes | Bytes = Bytes Bytes Bytes

56 kbps 1113 9 ms I8ms | 36ms | 72ms | 144ms | 214 ms

64 kbps luZSS 8 ms 16ms | 32ms | 64ms | 126 ms | 187 ms
e 62.5 4 ms 8 ms 16 ms 32 ms 64 ms 93 ms
kbps us
256
3lus | 2ms 4 ms 8 ms 16 ms 32 ms 46 ms
kbps
— 155 1 ms 2 ms 4 ms 8 ms 16 ms 32 ms
kbps us
768
kbps 10us | 640us [1.28 ms |[2.56 ms | 5.12ms [10.24ms | 15ms

1536 | 5 o ' 320us | 640us | 128ms |2.56ms | 5.12ms | 7.5 ms
kbps

Tab.1. : Serializa¢ni zpozdéni linky v zavislosti na velikosti paketu

Velikost fragmentu je na Cisco routeru nastavitelna piikazem

ppp multilink fragment-delay (nastavuje se ¢as v ms)
ppp multilink fragment-delay 20 (pouzito v experimentu)
ppp multilink interleave (zapne prokladani - ON)

LFI (Link Fragmentation and Interleaving) provadi rozseknuti velkych
odesilanych paketli v nastaveném intervalu a prokladani fragmentovanych
paketii hlasovymi. Nasledujici obrazek ilustruje funkei LFI.
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Link Fragmentation and
Interleaving (LFI)
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far Interface
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o Required Duay
i 1

W
Muatipls PFR Par Flow
with LF) On Classifioatian

12.2 Metoda PQ/WFQ - prioritizace RTP toku

PQ/WFQ - Priority Queue/Weighted Fair Queuing

Veskeré Cisco VolP produkty pro RTP alokuji pfi spojeni UDP porty v rozsahu
(16384-32767). Princip PQ/WFQ je jednoduchy a spodiva ve vytvofeni fronty s
prioritou, do které pfichazeji RTP pakety tokl s dedikovanym rozsahem UDP port(.
Router dle adresy UDP rozezna VolP provoz a automaticky ho fadi do fronty se
striktni prioritou, pokud je prioritni fronta (PQ) vyprazdnéna, tak jsou zpracovavany
ostatni fronty v souladu se standardnim vyvazenym fizenim alokujicim frontam
pomeérnou ¢ast kapacity linky (WFQ).

Pro nastaveni na routerech Cisco :

ip rtp priority starting-rtp-port-# port-#-range bandwidth

starting-rip- - Lower bound of UDP port. The lowest port number to which the
port-number nackets are sent. For VoIP set this value to 16384.

port-number- | The range of UDP destination ports. A number, which added to the starting-

range rtp-port-number, yields the highest UDP port number. For VoIP set this
value to 16383 (32767 - 16384 = 16383)
bandwidth Maximum allowed bandwidth (kbps) in the priority queue. Set this number

according to the number of simultaneous calls the system will support.
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12.3 Protokol cRTP — komprimovany RTP

cRTP — Compression Real-Time Protocol (cCRTP)

Protokol cRTP ma oproti RTP komprimovanou hlavicku IP/UDP/RTP ze 40 Bytes na
2 az 4 bytes, format RTP paketu je popsan v RFC 1889/1890.

Pro nastaveni na routerech Cisco :

ip rtp header-compression [passive]

Pfi nastaveni cRTP si router jako default pfida i kompresi TCP hlavicky.

Komprese je naro¢na na vykon CPU, doporucuje se skute¢né zapinat pouze v
pfipadé potieby a pokud vyuziti CPU prfekro€i 75%, tak cRTP radégji viibec
nepouzivat.

12.4 Komprese hlavicky TCP

Technika komprese hlavicky TCP je v souladu s doporu¢enim RFC 1144.

Pro nastaveni na routerech Cisco :

ip tcp header-compression [passive]

12.5 Nastaveni detekce ticha - VAD

VAD - Voice Activity Detection

Hovor obsahuje 35 az 50 % ticha, pouziti VAD dosahneme odesilani informaci pouze
pfi pfekroCeni dedikované akustické urovné. VAD je nastaven jako default pro
veskeré smeéry VoIP dial-peers a Ize vypnout na konkrétni dial-peer parametrem no
vad.

13 Experiment

Popis konfigurace:

» Router MC3810 — propojeny s H300 k modulu DIUS2 pfes PRI/ISDN, na
ustfedné User-Side, nastaveni jako na statni

* Router C1751 — propojeny s H300E k modulu STMD pfes BRI/ISDN, na
ustfedné User-Side, nastaveni jako na statni

» Routery vzajemné propojené pfes modemy Nokia (synchronni 64 kbps)
= pro VolP pouZito kédovani G.729 s funkci VAD
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LAN- B ? - ol
MC3810 - L
- : 64 kbps, PPP Multilink e
e )
H . 3
MNetwork ¥ MNetwork
Side Side
ISDN/PRIL, D551 ISDN/BRL DSS1
Hicom
Hicom
H362/V3.6-12
H330E/V3.0-06
13.1 Konfigurace pro H300E
/* popis konfigurace na strané LAN-A
/* STMD — User Side
AB-VEGAS;
H500: AMO VEGAS GESTARTET
ANLAGEN-NUMMER AMO AMO-TEXT-APS-NR START ANWENDER STATUS

SWU: L31999W3871A00001 REGEN P30252B4100B00106 08.02.02 06:22 VOZNAK FERTIG
ADS: L31999W3871A00001 REGEN P30252B4100A00106 08.02.02 06:25 VOZNAK FERTIG
AMO-VEGAS-111 VERWALTUNG DER GENERIERUNGSABLAEUFE AUF DEM SUPPORT-RECHNER
ABFRAGEN DURCHGEFUEHRT;

AB-ZAND:DATENALL;
H500: AMO ZAND GESTARTET

ALLGEMEINE SYSTEM-DATEN:

UMLEGEN = UEBERG , HINWEIS = NEIN,

BERERH = FBKW '

FREITON = JA , UMLVERH = NEIN, ENACHT = NEIN,
NACHTBER = FBKW '

VBZAUL = NEIN, HALTETON = MUSIK ,

ANATESIG = TON ’ DRPANZ = 20, AWTON = JA ,
KONFAMT = NEIN, RWSAMT = NEIN, DATANZFO = TTMM,
LANDKZ =1 , WANRBEG = NEIN, MELODIE = 2,
FANGKZ = ’ CPBLOWL = 80 , CPBUPPL = 100,
DURCHZL = NEIN, PREDIA = NEIN, SIUSPKZ = X,
AMTRUF = JA , COEXN =0, ANZRR =5,
SEVDIG = NEIN, KNNR = 96 ,

DISPMODE = MODEI1l, KNOTENKZ = 96 ’

ROUTOPTE = NEIN, ROUTOPTS = NEIN, CALLOFF = NEIN,
PARARUF = JA ,

DRZIELP = JA , ONEPARTY = JA , MELDVER = NEIN,
RWSAMTB = JA , VAMTAMT = JA , WAKOZIVO = NEIN,
ANSAMT = NEIN, ROEDEAKT = NEIN, WAMAKELN = NEIN,
AULPRUEF = NEIN, HTONSAAO = NEIN, NAWAVERZ = NEIN,
VERMANKL = NEIN, AUFSMZST = NEIN, AUFSSA = NEIN,
AKNASTAS = JA , WAUEBSAO = NEIN, GESPNAUF = NEIN,
NETZTEAM = NEIN, AULSCHL = NEIN;
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AB-TDCSU:1-1-103-3;
H500: AMO TDCSU GESTARTET
b e DIGITALER SATZ (FORMAT=L) ——=========—===—————— +
| GER = SOAMT LAGE 1-01-103-3
| == mm = o |
| COTNR = 26 COPNR = 62 WABE =0 |
| VBZ =0 cos =3 LCOSS =7
| LCOSD =7 SATZNR = C1751 ZLNR = 88 |
| PROTVAR = ETSI SEGMENT = 1 TCHARG = N |
| ANZUNT = 0 ZIVO = CHIMAP = N
| ISDNCC = ISDNAC = ISDNLC = |
| ISDNIP ISDNNP = |
| PNPL2C = PNPLIC = PNPLC = |
| PNPL2P = PNPL1P = PNPAC - |
| TRACOUNT = 31 SATCOUNT = VIELE KNNR = 880 |
| ALARMNR = 2 FIDX =1 CARRIER = 2
| ZONE = LEER COTX = 26 AULX =1 |
| DOMTYP = DOMAINNR = TPROFNR = |
| ENACHT =
| CCHDL uUsccx = 16 uusccy = 8 |
R |
| INBETR = J BUNR 97 SUCHART ZYK |
| PERMACT1 = J PERMACT2 = J TEIVERIF = J |
| FIXEDTEI = 0 CNTRNR = 0 BKVER =J |
o +
ANZAHL DER B-KANAELE IN DIESER AUSGABE: 2
AB-COT:26;
H500: AMO COT  GESTARTET
COT: 26 INFO: ISDN ETSI
GERAET: S2AMT QUELLE: DB
PARAMETER:
ANRUF BEI EINHAENGEN IN RUECKFRAGE AERF
ABWURF ZUM VF WENN WAHL UNVOLLSTAENDIG AWWU
ABWURF ZUM VF WENN NICHT VORHANDEN AWNV
ABWURF ZUM VF IM BESETZTFALL AWBF
ABWURF ZUM VF WENN NICHT BERECHTIGT AWNB
ABWURF ZUM VF BEI GASSENBESETZT AWGB
ABWURF ZUM VF BEI ANRUFSCHUTZ AWAS
ABWURF ZUM VF BEI FREI (NACH ZEIT) AWFR
LEITUNG MIT MELDEKRITERIUM MVLT
UEBERGABE IM BESETZT-, RUF- ODER GESPRAECHSZUSTAND UELM
NETZWEITER RUECKRUF IM BESETZTFALL RRBN
ANRUFE zU EINEM BESETZTEN SA WERDEN NICHT AUSGELOEST SAAO
KEINE KNOTENNUMMER ZUM PARTNER SENDEN LOKN
KOMMENDE LEITUNG VON ANLAGE OHNE LCR OLCR
TSC-SIGNAL. F. UEBERGR. LM BEI DIGITALEN NETZ (ERFORDERLICH) TSCS
VOREINGESTELLE KNOTENNUMMER DER LEITUNG VERWENDEN VKNN
KOMMENDE LEITUNG VON ANLAGE OHNE LCR (DATEN) OLRD
KEIN REROUTING KRER
KEIN TON KTON
AB-COP:62;
COP: 62 INFO: ISDN ETSI
GERAET: SOAMT QUELLE: DB
PARAMETER:
AMTSBERECHTIGUNG:
FERNBERECHT IGUNG FBKW
FERNBERECHT IGUNG :
FERNBERECHT IGUNG FBKW
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13.2 Konfigurace pro C1751

/* popis konfigurace na strané LAN-A

Cl1751-Mirek#sh ver

Cisco Internetwork Operating System Software

IOS (tm) C1700 Software (C1700-SV3Y-M), Version 12.2(4)XL, EARLY DEPLOYMENT RELEASE
SOFTWARE (fcl)

TAC Support: http://www.cisco.com/tac

Copyright (c) 1986-2001 by cisco Systems, Inc.

Compiled Fri 16-Nov-01 17:10 by ealyon

Image text-base: 0x80008124, data-base: 0x80D50920

ROM: System Bootstrap, Version 12.1(5r)T1, RELEASE SOFTWARE (fcl)
ROM: C1700 Software (C1700-SV3Y-M), Version 12.2(4)XL, EARLY DEPLOYMENT RELEASE
SOFTWARE (fcl)

cisco 1751 (MPC860P) processor (revision 0x200) with 55706K/9830K bytes of memory.
Processor board ID JAD05480333 (2793018017), with hardware revision 1187
MPC860P processor: part number 5, mask 2

Bridging software.

X.25 software, Version 3.0.0.

Basic Rate ISDN software, Version 1.1.

1 FastEthernet/IEEE 802.3 interface(s)

1 Serial (sync/async) network interface (s)

2 ISDN Basic Rate interface(s)

4 Voice NT or TE BRI interface(s)

32K bytes of non-volatile configuration memory.

32768K bytes of processor board System flash (Read/Write)

Configuration register is 0x2102

sh conf
Using 3311 out of 29688 bytes
!

! Last configuration change at 10:55:07 MET Tue Feb 5 2002
! NVRAM config last updated at 10:55:08 MET Tue Feb 5 2002
1

version 12.2

service timestamps debug datetime msec localtime
service timestamps log datetime msec localtime
no service password-encryption

|

hostname C1751-Mirek

|

logging count

logging buffered 64000 debugging

|

memory-size iomem 15
clock timezone MET 1
clock summer-time MET-DST recurring last Sun Mar 2:00 last Sun Oct 2:00

ip subnet-zero
|

isdn switch-type basic-net3
|

interface Multilinkl

bandwidth 64

ip unnumbered Loopback0

ip tcp header-compression iphc-format
load-interval 30

fair-queue

no cdp enable
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ppp multilink

ppp multilink fragment-delay 20

ppp multilink interleave
multilink-group 1

ip rtp header-compression iphc-format
ip rtp compression-connections 3

ip rtp priority 16384 16383 48

interface BRIO/0

no ip address

isdn switch-type basic-net3
isdn overlap-receiving

isdn protocol-emulate network
isdn layerl-emulate network
isdn incoming-voice voice
isdn static-tei O

isdn skipsend-idverify

interface BRIO/1
no ip address

isdn switch-type basic-net3
i

interface Seriall/0
bandwidth 64

no ip address
encapsulation ppp
no ip route-cache
no ip mroute-cache
load-interval 30
ppp multilink
multilink-group 1

call rsvp-sync
!

voice-port 0/0
compand-type a-law
cptone DE
bearer-cap 3100Hz
1

voice-port 0/1
!

mgcp profile default
!

dial-peer cor custom

!

dial-peer voice 3 pots
destination-pattern 42069731....
progress_ind alert enable 8
direct-inward-dial

port 0/0

!

dial-peer voice 102 voip
destination-pattern 42069732....
session target ipv4:195.113.113.3
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13.3 Dva soucéasné hovory bez saturace 64 kbps linky WAN

Sestaveni dvou cca 2 min. hovort / G.729 s VAD:

Basic Call OK
CLIP OK
sestaveni spojeni SETUP-ALERTING 500 ms
kvalita hovoru vyborna
maxim. zpozdéni 70 ms
max vytizeni linky : 31 kbps I*

pro jeden hovor : 15,5 kbps

/* vSechny sluchatka u reproduktoru s hudbou, zprimérovana 30 sec. perioda, pro
bézny hovor pljdou vysledky o cca 30% doll

Cl751-Mirek#sh int ser 1/0
Seriall/0 is up, line protocol is up
Hardware is PowerQUICC Serial
MTU 1500 bytes, BW 64 Kbit, DLY 20000 usec,
reliability 255/255, txload 123/255, rxload 87/255
Encapsulation PPP, loopback not set
LCP Open, multilink Open
Last input 00:00:00, output 00:00:00, output hang never
Last clearing of "show interface" counters lw5d
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: weighted fair [suspended, using FIFO]
FIFO output queue 0/40, 0 drops
30 second input rate 22000 bits/sec, 101 packets/sec
30 second output rate 31000 bits/sec, 106 packets/sec

13.4 Dva soucéasné hovory se saturaci 64 kbps linky WAN

Sestaveni dvou cca 2 min. hovort / G.729 s VAD:

Basic Call OK

CLIP OK

sestaveni spojeni SETUP-ALERTING 900 ms

kvalita hovoru dobra /* srovnatelna s mobil.
maxim. zpozdéni 210 ms

max vytizeni linky pfed sestavenim hovoru: 62 kbps *

max vytizeni linky po sestaveni hovoru: 59 kbps [* vliv. PQ/WFQ na CPU

/* linka saturovana UDP pakety
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C1751-Mirek#sh int ser 1/0
Seriall/0 is up, line protocol is up
Hardware is PowerQUICC Serial
MTU 1500 bytes, BW 64 Kbit, DLY 20000 usec,
reliability 255/255, txload 247/255, rxload 247/255
Encapsulation PPP, loopback not set
LCP Open, multilink Open
Last input 00:00:00, output 00:00:00, output hang never
Last clearing of "show interface" counters lwéd
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: weighted fair [suspended, using FIFO]
FIFO output queue 0/40, 0 drops
30 second input rate 62000 bits/sec, 52 packets/sec
30 second output rate 62000 bits/sec, 50 packets/sec

14 Zaveér

V experimentu bylo ovéfena moznost pfenosu dvou sou¢asnych hovorli s dobrou kvalitou
pfi plném zatizeni WAN datovym pfenosem.
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